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THE SELF-TAUGHT

OPERATOR'S TOOLKIT
27 FREE TOOLS TO BREAK INTO

AI // AUTOMATION // CYBERSECURITY

Nobody handed me a roadmap. I found these tools the hard way — digging through forums at 2am,

building things that broke and rebuilding them. Every tool here is free or has a free tier.

Every one is battle-tested. This is the toolkit I wish someone had handed me on day one. No

fluff. No filler. Just weapons.

27 3 100%

TOOLS TOTAL CATEGORIES FREE TIER
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01 // AI TOOLS

The AI layer is now table stakes. Not a nice-to-have. Not a future thing. Right now, today, you

need to be fluent in at least two of these.

01. Claude (Anthropic) [FREE]

Sharpest reasoning of any AI right now. Better than ChatGPT for complex tasks, code review, and writing

that doesn't sound like a robot.

-> claude.ai

02. ChatGPT (OpenAI) [FREE]

Still the most widely used. GPT-4o free tier handles most tasks. Use it alongside Claude — they catch

different things.

-> chat.openai.com

03. Perplexity AI [FREE]

AI search with real-time web results and citations. Better than Google for research. Kills the

10-blue-links model.



-> perplexity.ai

04. Google AI Studio [FREE]

Free API access to Gemini models. Build AI-powered tools without paying. The free tier is absurdly

generous.

-> aistudio.google.com

05. Hugging Face [FREE]

The GitHub of AI models. 500,000+ models. Run them free in the browser or via API. Where the open-source AI

world lives.

-> huggingface.co

06. Ollama [FREE]

Run AI models locally on your own machine. Private, offline, zero API costs. Llama, Mistral, Gemma on your

hardware.

-> ollama.ai

02 // AUTOMATION

Automation is leverage. One script running 24/7 is worth 40 hours of manual work. These tools

are how you multiply yourself.

07. Make.com [FREEMIUM]

Visual automation platform. Drag and drop. Connect any app to any app. 1,000 free operations per month.

-> make.com

08. n8n [FREE]

Open-source Make.com. Self-host free forever. More powerful, more control, no operation limits. The

hacker's automation tool.

-> n8n.io

09. Zapier [FREEMIUM]

100 tasks/month free. Simpler than Make but massive app library. Best for simple two-step automations.

-> zapier.com

10. Python [FREE]

The automation language. Learn it once, automate everything forever. More jobs require Python than any

other skill on this list.

-> python.org

11. Railway [FREEMIUM]

Deploy Python scripts and bots to the cloud free. Run automations 24/7 without your PC being on.

-> railway.app

12. GitHub Actions [FREE]

Run code on a schedule free in the cloud. Cron jobs, bots, CI/CD pipelines. 2,000 free minutes per month.

-> github.com/features/actions

13. Playwright [FREE]

Browser automation. Scrape websites, automate web tasks, test UIs. Free and open source. Python-friendly.

-> playwright.dev



03 // CYBERSECURITY

You cannot buy your way into security knowledge. You have to earn it by breaking things. These

tools let you do that legally.

14. TryHackMe [FREEMIUM]

Learn cybersecurity by actually hacking. Guided rooms from absolute beginner to advanced. Hundreds of free

hours.

-> tryhackme.com

15. Hack The Box [FREEMIUM]

Real hacking challenges. More advanced than TryHackMe. Closest thing to real-world pentesting without a

job.

-> hackthebox.com

16. Kali Linux [FREE]

The hacker's OS. 600+ pre-installed security tools. Free forever. Run in VirtualBox or WSL2 on Windows.

-> kali.org

17. Wireshark [FREE]

Capture and analyze network traffic. If you want to understand networks — really understand them — start

here.

-> wireshark.org

18. Nmap [FREE]

Network scanner. Map any network, discover hosts, identify open ports and services. First tool in any

pentest.

-> nmap.org

19. Burp Suite Community [FREEMIUM]

Web application security testing. Intercept and modify HTTP traffic. Find vulnerabilities in web apps.

-> portswigger.net/burp

20. Metasploit Framework [FREE]

The exploitation framework. Learn how real attacks work so you can defend against them. Industry standard.

-> metasploit.com

21. Splunk Free [FREEMIUM]

SIEM platform. Ingest logs, detect threats, build security dashboards. SOC analyst essential. Free up to

500MB/day.

-> splunk.com

04 // LEARNING AND CERTS

Free knowledge that would have cost thousands five years ago. The gatekeepers built walls.

These tools go around them.

22. Professor Messer [FREE]

Free CompTIA A+, Network+, Security+ study guides, videos, and practice exams. The best free cert prep

available.

-> professormesser.com



23. Cybrary [FREEMIUM]

Free cybersecurity courses. SOC analyst path, ethical hacking, malware analysis. Real curriculum, zero

cost.

-> cybrary.it

24. SANS Cyber Aces [FREE]

Free cybersecurity fundamentals from SANS — one of the most respected organizations in the industry.

-> cyberaces.org

25. freeCodeCamp [FREE]

Free coding curriculum. Python, JavaScript, databases, APIs. Certificates included. 10,000+ hours of

content.

-> freecodecamp.org

05 // BUILD AND DEPLOY

Tools are worthless if your work never ships. These two get your builds in front of real people

fast.

26. VS Code [FREE]

The best free code editor. Extensions for every language. GitHub Copilot integration. Industry standard.

-> code.visualstudio.com

27. Vercel [FREEMIUM]

Deploy web projects in seconds. Connect GitHub, push code, it's live. Zero config for most projects.

-> vercel.com

These 27 tools are your entry point. Not your destination. The people who actually make it in

this industry are the ones who pick one tool, go deep, build something real with it, and move to

the next. They don't collect tools. They ship things.

The degree doesn't matter. The title doesn't matter. What matters is what you've built and what

you can prove you know how to do. Every tool on this list gets you closer to that proof.

The door is open. It was always open. Nobody was ever actually guarding it.
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